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Abstract

Most people consider cryptocurrencies as speculative assets purchased and traded for financial gains.
Others consider them a way to avoid the overwhelming power of states, banks and financial institutions.
Beyond these opinions, ONGs and UN Organizations are evaluating how to use these means to ensure an
effective tool to manage humanitarian aid and overcome the opacities that may leave room for abused and
criminal organizations operating in the areas where the ONGs and UN Organizations play their roles.
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1. Introduction

s with any new

technological

invention, block-
chain and its applications
have raised many hopes of
boosting economies by creat-
ing new profitable businesses,
Climinating bureaucracies, and
tackling difficult issues such as
inequality and poverty.

Namely, blockchain as a

decentralized system without

the need for a centralized gov-
ernment authority has been
hailed by many as a return to
natural law, in which these
people believe humanity has
experienced a golden age [1].
For others, perhaps more real-
istically, DLT [2] technologies
could be a means to protect
humanity from a future in
which state authorities and
big corporations are expected

to become increasingly intru-

sive and despotic, ensuring a
framework in which every-
one can play their role inde-
pendently.

The same reasoning applies
to cryptocurrencies, consid-
ered a sort of liberation from
the sovereign (and arbitrary)
power of the State (and - in
this perception — of banks and
financial institutions).

The management of human-

itarian aid and related concrete
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actions do not appear to be ex-
cluded from this scheme.

The purpose of this article is
to record some cases in which
technologies have played an
effective supporting role and
others in which their use seems
to translate into a sort of win-
dow dressing aimed at achiev-
ing marketing objectivcs rather

th:l]’l Tﬁﬁl l'lCCdS.

2. The Scenario

In regions affected by
natural or humanitarian di-
sasters, access to basic goods
and services is often severely
constrained. Not to mention
access to financial resources.

This challenge is partic-
ularly acute in developing
countries, where financial
infrastructures are underdevel-
oped or non-existent. There-
fore, cryptocurrencies and
blockchain technologies have
emerged as potential tools to
enable financial inclusion and
simplify the management of
humanitarian aid [3]

Their promisc lies in their
ability to facilitate direct,
transparent, and efficient re-
source transfers [4], addressing
the limitations of traditional
aid systems.

Although essential, the
humanitarian machine is of-

ten criticised for its slowness

and bureaucratic inefficiency.
Cryptocurrencies, on the oth-
er hand, allow fast and direct
transactions, offering a level
of reactivity that tradition-

al financial systems scruggle

to achieve and ensuring — at
least in theory — efficiency and
transparency.

In humanitarian contexts,
one of the key advantages of
blockchain technology is in-
deed its intrinsic transparency
[5], since each payment is re-
corded on a distributed ledger,
providing a verifiable and
immutable record accessible to
both donors and beneficiaries.

The benefits are quite obvi-
ous.

This feature allows hu-
manitarian organisations and
funders to be confident in the
concrete allocation of resourc-
es, while signiﬁcantly miti-
gating the risks of corruption,
embezzlement, and misuse of
funds — issues that have histor-
ically plagued traditional aid
distribution mechanisms; what
happened in the Gaza Strip [6]
is only the latest reprimand.

In addition, blockchain
allows funds to be distributed
dircctly to civilians, removing
the need for intermediaries [7],
such as financial institutions or
centralized authorities, which
fuel inefticiencies in the distri-

bution process and administra-
tive costs [8]. The peer-to-peer
nature of cryptocurrencies
makes the transactions not
only direct but also almost
instantancous thanks to the
use of smartphones, saving a
vital resource in times of crisis:
time.

It is not surprising, so, that
cryptocurrencies have already
been widely used to provide

humanitarian assistance [9].

3. Case Studies

Of note is the partnership
between the UNHCR and the
United Nations International
Computing Centre (UNICC)
in the Stellar Aid Assist
2022-2023 initiative which used
blockchain to provide direct
cash assistance to Ukrainians
displaced by the conflict with
Russia. Beneficiaries received
funds in digital wallets accessi-
ble via their smzu‘tphones and
could withdraw cash at Mon-
eyGram locations, avoiding
transaction fees.

The reduction of collateral
costs is combined with a new
level of transparency, which
represents a top priority for
humanitarian agencies to avoid
undue delays, along with the
traceability of funds.

In this regard, in 2022, the

humanitarian organisation
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Care International partnered
with Binance Ch:irity Foun-
dation to provide financial
support to communitics in
Western Kenya affected by
the Covid-19 pandemic. Us-
ing the Binance USD (BUSD)
stablecoin, Care distributed
e-vouchers to members of the
Village Savings and Loan As-
sociations, which were then
redeemed through trusted local
merchants.

Digital tools have there-
fore proven to be essential for
transparent and modern aid
delivery. And this belief is also
spreading to the private sector.

One examp]e is AIDONIC,
which uses blockchain, arti-
ficial intelligence and digital
payments to bring transpar-
ency and Visibility to aid from
non—proﬁt organisations.
Through a GDPR-compliant
data management platform
and end-to-end payment fa-
cilities, the pioneering cryp-
to-fund processing system en-
sures real-time and transparent
monitoring, tracking and re-
porting of the delivery process
along the entire supply chain.

Another initiative that has
received unanimous support
from observers is Building
Blocks [10], a blockchain solu-
tion led by the World Food
Programme (WFP) and based

on the Ethereum protocol.
Globally, the humanitarian
landscape has become partic-
ularly complex, and, without
proper operational coordina-
tion, the distribution of aid
can be uneven. Thus, Buiiding
Blocks has been designed to
coordinate collective assistance
to reach more beneficiaries
while making the aid process
equitable and convenient. The
initiative of the WFP uses
blockchain technology to se-
curely distribute aid, prevent
it from overlapping, and save
millions in bank fees. Accord-
ingly, humanitarian actors
assisting the same rarget group
can channel assistance to the
same blockchain account,
where recipients can access a
variety of items allocated by

different organisations.

4. Criticalities

Nonetheless, not all chat
giitters is goid.

There is no shortage of
opinions on the actual effec-
tiveness ofcryptocurrencies
and, more generally, block-
chain technologies in improv-
ing the management of human-
itarian aid.

Some studies have shown
that the use - or alleged use -
of blockchain systems is prov-
ing to be a useful expedient for

fundraising, with lictle benefits
and even additional costs [11].

In essence, touting the use
and benefits of blockchain
could prove to be nothing
more than a communication
strategy — almost a marketing
choice — by some humanitarian
organisations to attract the
attention and enthusiasm of
potential donors attracted by
the efficiency and by the trace-
:ibiiity that these innovations
claim to offer in the aid suppiy
chain.

But those might just be
empty promises.

Often, the members or pro-
moters of these organisations
themselves do not know how
the technology works and sim-
ply promote it as a magical,
conceptually elusive technolo-
gy that could produce a wide
range of desirable effects with-
out clear explanation.

In fact, the magic disap-
pears immediately when the
blockchain used is privately
owned and adds distribution
layers — often not qualified to
deal with potentiai shortcom-
ings — which burden the allo-
cation of funds, nullifying the
benefits of transparency and
the possible gain of financial
independence for beneficiaries.
Traditional distortions that

are repeated through a vicious
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cycle of ignorance, in which
the opacity of technology is
exploited to attract funds and
perpetuate power structures in
society.

Beyond these considerations,
cryptocurrencies can certainly
constitute valuable tools in the
management of humanitarian
aid, on one condition: that their
distinctive features — transpar-
ency and traceability, speed
and cost-effectiveness — are not
compromised.

On this last note, the unan-
imously recognised advantage
ofusing cryptocurrencies is the
drastic reduction in transac-
tion fees for aid transfers. This
means a signiﬁcant increase in
the percentage of money used
to directly help people that
would otherwise be wasted on
administrative and banking
costs in traditional interna-
tional transfers.

Nevertheless, challenges
remain.

5. Conclusions

The risks are many and

varied as they can either be en-

demic to the functioning of the
blockchain itself or arise from
its implementation [12].

Among these are the typical
dangers of IT projects, such as
network governance — especial-
ly if privately owned —, lack of
adequate IT support and indi-
vidual responsibility in case of
improper use, implementation
costs and cultural resistance to
change, and the potential ineq-
uitable distribution of benefits
due to associated teehno]ogic:ﬂ
requirements.

Perhaps the biggest concern
is the handling of private keys
[13]. For many humanitarian
projects, beneficiaries do not
possess a device on which to
store their keys — which are
often linked to users’ biomet-
ric data — so organisations
need to act as their custodians.
While this may be a practical
solution, it denies one of the
essential traits of blockchain
architecture in terms of decen-
tralisation and user autonomy.
Consequently, blockchain proj-
ects in humanitarian and de-

velopment contexts should be

designed from the beginning
to address the issue of personal
key management by beneficia-
ries, and adopt solutions tai-
lored to the specific conditions
of each use case.

Another potential threat is
that local governments in crisis
areas or emerging economies
— often corrupt leaders and au-
tocratic regimes — may intro-
duce superstructures, including
regulatory ones, to exploit the
use of blockchain and crypro-
currencies and, therefore, the
financial autonomy of people
[14]. This scenario raises the
question of how humanitarian
actors should proceed and how
the existing regulatory €Cosys-
tem can be adapted to avoid
the misapplication of these
promising technologies.

Notwithstanding the above,
blockchain and cryptocurren-
cies have the capability to serve
as a potential lifeline for sur-
vival, transforming the way hu-
manitarian and development

funds are Q.HOCQ.'ECd.
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